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Introduction 
 
Jim Dvoratchek: We're here today to talk about identity theft, as it is a real problem that people are 
experiencing. Today, as I walked in here, one of our members gave me an example of one of his 
business partner's experiences of identity theft firsthand. His checking account was jeopardized 
through a theft of his identity. It is not only common criminals, or people with drug problems who are 
desperately looking for a way to make money. Talking to a TSA director the other day, he said that 
right now terrorists use illegal drug sales, and now identity theft to raise money to fund terrorist 
activities against our country. So you have foreign bodies, who are doing this intentionally to destroy 
our country and use us as their funding agents.  
 
So it's bigger than most people think, and I know that we, as a company, a few years back had 
someone who got a copy of one of our checks that we wrote to one of our suppliers and thieves took 
the check from the vendors records storage area, which was a storage container in the business 
parking lot . The thieves took that check and used it to produced bogus checks. They intended to 
cash them at several local banks. Fortunately for us, a person cleaning the hotel room where the 
thieves were staying found the bogus checks in a tissue container in the bathroom, and she called 
the police. We actually were very fortunate.  
 
Donna Damon (Table 2): I think about seven or eight years ago, we had the same thing. About 
seven or eight payroll checks had been created and the originals missing. We got a call on maybe 
check number seven from the bank, and the lady asked me, "We had such-and-such here, but they 
only had your company ID. When we questioned her, she took off." We had a major problem there. 
 
Dvoratchek: A copy of the check that we wrote to the vendor was in that stack of checks, so I know 
exactly. We talked to that vendor and they changed the way they keep their checks going forward. 
It's something as simple as the check you send somebody, that can create that problem. There are 
people today that are using electronic payments. The reason why they don't write checks anymore 
and they're doing it electronically. They don't trust the postal system because they've had checks 
stolen in the mail. So it's a real-life issue that we're going to be discussing today. I've asked Susan 
and Linda to come and help run the roundtable. They are certified people who know how to do this 
stuff, and work with people on it. I'll turn it over to Susan. 
 
Susan Kelbus: Thank you. Good morning everyone. We're here today to talk about lost time 
meaning lost money. Whether you have one employee or one million employees, the liability 
associated with privacy laws applies to your business. Misunderstood and misinformed, means 
mismanaged. If we could show you the best possible way to protect your business from the fastest 
growing crime in this country, would it be worth an hour of your time? 
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The fastest growing crime in the world, and of epidemic proportions in this country, is identity theft. 
Today we will be talking about identity theft: how it affects you personally, but more importantly, how 
it affects your business. As you listen to Jim and a few other people, it does affect businesses. A rise 
in identity theft is presenting employers with a major headache. They are being held liable for identity 
theft that occurs in the workplace, according to the business and legal reports. The privacyrights.org 
website actually lists all the data breaches that have happened since they started taking tally of them 
in 2005. The total number of records containing sensitive personal information involved in security 
breaches in the United States since January 2005, is over 346 million. And that is by no means the 
entire number because many businesses are recording a breach but they really don’t have any idea 
how much information was breached. So when you go to privacyrights.org, you're going to see what 
the company was, what the breach was, how it probably happened and what the number. And many 
of them say, "unknown." So 346 million is probably about half of what it really is.  
 
The very first well known breach happened in February 2005. Choice Point is an aggregator 
company, they legally collect and sell our information. One of their locations in California sold 
163,000 pieces of information to what they thought were legitimate small businesses, but turned out 
to be identity thieves from Nigeria. Now at that point in time, California was the only state that had a 
law saying that if your company suffers a breach or any resident of the state of California has their 
information breached, you must notify them by mail. So 163,000 letters went across the United 
States, and every single day for one week on every TV, every radio station and every newspaper, 
you were seeing more and more about Choice Point's breach. At that point in time there were laws 
on the books about identity theft, but since then there have been many more laws added and these 
have been actually updated. Some of these laws are FACTA. The FACTA "Red Flag" rule, you may 
have heard of some of these. HIPPA, updated to include identity theft; the Gramleish Blilely 
safeguard rules.  
 
What we are going to be doing today, is throwing out questions to you about identity theft to find out 
what you may already be aware of and offer advice. So you'll find on the table the first two questions, 
which I will read to you. Linda will be delivering them as we need them. We'll have about five to 10 
minutes. There are two questions. 
 
Question 1 – There are five well known kinds of identity theft, with one brand 
new kind seen on the handout. How do identity thieves use this information, 
and why is it important to your business? 
 
Questions 2 – What kind would be the most critical kind to your business? 
 
Dvoratchek: So if you can take a few minutes to discuss, and then if one person at your table, you 
guys can elect as your spokesman. 
 
Table 2: We kind of identified problems that we were having, but we really didn't get to the answer of 
the question. Why is it important to your business? Well, you have to have financial control, 
otherwise you are exposed. Exposed to liability. I think Jack [Sondergard] also raised the importance 
of not only your own personal identity but your employees' personal identity is very important. That's 
starting to become the bigger picture.  
 
Table 3: I have had a personal situation that seems quite easy to figure out after the fact. All they 
need is the number and the information on names, addresses, telephone numbers and date of birth. 
They can get credit cards, they can set up bank accounts and they can do phony loans. In the 
business part of it, a lot of your employees are using business credit cards. On a personal card they 
might only do $500 transactions, but if they know it's a business card that transaction's going to go to 
$5,000 to $10,000 in a heck of a hurry.  
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Table 4: I guess that we can understand that we have each had problems at one stage. From a 
business perspective, I was just remembering that in the past year we almost lost about $10,000 
worth of diamond blades going to one of your off-shore, convoluted Nigerian situations. It wasn't that 
we gave out credit card information, it was that they gave us fraudulent credit card information from 
other people that were valid credit cards and they knew nothing of it. We got one order unexpectedly 
and unsolicited, so you're immediately looking at why you're getting the order. And they went 
through a third-party operator. I was involved with this third-party operator, so you never talk to the 
person directly and you never knew if there was an accent or something else like that. We shipped 
out one order and then they immediately placed another order, and then we obviously got 
suspicious. More suspicious than we were the first time, and we reported it to the credit card people. 
They got the treasury department involved. They sent their team out and tracked down the credit 
card, which they found were all fraudulent. We got the product back coming through the port of New 
York. It was ready to go to London, and from London it was going to be rerouted down to Africa. 
Since that time I've probably got about half a dozen more of those similar things, because once 
they've got you once they're coming back in different directions.  
 
We went around the table and I think everyone has had things. I've had credit cards that never got to 
me, and got $5,000 worth of jewelry billed onto it before I even got the credit card. You've always got 
to be vigilant with credit cards. That happened to two of us. I don't know if that answers the question, 
but we're all going through that. Oh, and the room key. John brought up the fact that we usually take 
these room keys, these slot cards, and throw them away. The hotel puts all your credit card 
information on it and stuff like that. If somebody really wanted to get that information, they got it. 
Also, when we went to rent our golf clubs the other day, what do they ask for? Your drivers' license, 
your credit card and they take a Xerox of it. Where the heck does that piece of paper go? You kind 
of see everybody else doing it, so you think, "I guess it's ok." 
 
Table 5: Well I guess the only kind of thing to add to it, as a question, "Why is it important to your 
business?" would be the time it takes to clear all this up. It does take a lot of time, and it can tie up 
your credit. It can affect your business in several different ways. If they've got your employees' 
information and using that you're going to have some upset employees. That's about it. 
 
Table 6: We agree with everything that has been said. We didn't get to the crux of this one, but we'll 
do better next time. 
 
Kelbus: Well these are all great. Great stories and great thoughts that you have. I hear a lot of 
financial, and for business that is a major, major problem. But I want to tell all of you, when you have 
credit cards—whether they're business or personal—are you aware of the zero liability law? I check 
my credit cards and my bank statements every single day online, because I want to know what's 
going on with my information. The zero liability law means that if you're checking your accounts on a 
daily basis, and you see any unusual activity occurring within your account, and you notify the 
financial institution within 24 hours you have no liability whatsoever. If you notify them within 48 
hours you can have liability, but up to $50. Now for some reason you don't notice anything until the 
61st day, It's gone and It's your loss. So our recommendation is that you check online your credit 
cards, your bank statements and have someone doing that every single day. 
 
Tony Burnette (Table 3): I have a lot of guys that pay me with their Visas, so as a company you 
have clients giving you their Visa information. What sort of obligations do you have to protect that 
information? 
 
Kelbus: So you're keeping [their information] on record? The FACTA Red Flag Rule states that if 
you're extending credit or taking terms of payment or something like this, you're keeping their card 
online, the law states whether if it's FACTA or the FACTA Red Flag Rule that any kind of sensitive, 
non-public information, which is just simply names, addresses, birthdates, phone numbers, women's 
maiden names, credit card information, medical information, anything like this must be kept under 
lock and key at all times. So when you have somebody's credit card information on a computer, then 
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maybe only one or two people should have access to that computer. If you're keeping it in a file, it 
needs to be in a locked file that only one person has the key to. The law holds you liable. If you don't 
need them any longer, then do shred them.  
 
How many of your businesses do have a shredder? If they're cross cut, diamond or confetti cut 
you're ok. If they're strip shredders they are of no value whatsoever. Because strip shredding, even if 
they're small strips, the strips can be put together. Identity thieves dumpster dive. That's where you 
take all the stuff that you're throwing away that you shredded, you throw it into a garbage bag and 
you put it in the dumpster and people go through those dumpsters to pull out those bags. You're 
never going to know it's happened, and they take it with them. Don't throw anything into the 
dumpster that you consider sensitive or non-public unless it has been totally destroyed. 
 
Background checks and the holding of information. We are talking about your company having 
somebody do a background check for an employee. I've run into it a lot, where they ask for drivers' 
license numbers or even holding the drivers' license. If you want them working on the job, then that's 
what the guidelines are. There's not an awful lot that you can do about that. You could ask them to 
ask only for the last four of a social NOT the whole number. Try to work within the system to get the 
system to change. Any business that you personally do business with, or that your employees do 
business with, if they are asking for a Social Security number and they already have it on file, then 
they are not allowed to ask for anything more than the last four numbers. And if it's a credit card 
number, they're not allowed to ask for anything more than the last five numbers. So if you have 
somebody's credit card on file, and they call in and you want to verify who they are, don't ask them 
for their credit card number just ask for the last five numbers. When you're handing out your own 
information, just be really careful who you hand it out to.  
 
You were talking about the golf, and Jim got his [copy of driver's license and credit card] back and 
shredded it. If you are ever involved in a situation where you're asking somebody for Social Security 
number, drivers' license number, credit card number, or they're asking you for that information out 
loud, don't give that information out loud. Request a piece of paper, write that information down, 
watch them put it in the system then take the paper back and shred it. Do not leave them anything 
for them to use. Jim was smart, he took his back. Unfortunately we are all very trusting. We all want 
to believe that everybody is out for our good, but that's absolutely not the truth.  
 
Table 3: What about these online services, that's a monthly check of all of your accounts? They 
have some kind of system to check all of your possible identities for like $11.99 a month or 
something? 
 
Kelbus: You may be paying for something that you're not getting from these other types of services. 
I want to address also, we're talking mostly financial but there are actually five major kinds of identity 
theft. The fastest growing kind right now is medical. So how are you protecting your employees' 
medical information? Medical means if you are offering medical insurance. How are you protecting 
the information you have on your employees? It's got to be under lock and key. We are talking 
doctors, claims, insurance numbers. We're talking prescription bottles. When you have a prescription 
and you're done with that prescription, what do you do with the bottle? Throw it away. There's 
enough information on that little label, that somebody who takes it out of your recycling route or 
garbage can now be building your medical information. The suggestion is, peel it off the bottle, put it 
on a piece of paper and shred it. Take a permanent marker and mark it out or scratch it out.  
 
Think of how many people in this country do not have medical insurance. Millions. So when they 
need help for themselves or for their family they're going to steal or buy on the black market medical 
information. It’s very cheap to get, about $50. Then they can be out there using your medical 
insurance, running up your bills. Say they have high blood pressure, diabetes, that's now going to be 
put into your medical records that that is what you have. If they have a blood type that is not 
compatible with yours, then their blood type is going to go in as yours. Now if you end up going to 
the hospital for whatever reason at all, and you cannot tell them your blood type, and it's an 
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emergency situation, they check and see what your blood type is but it's not really yours and is the 
other person's, and you're given that blood type, what can happen? Because for whatever reason, 
the majority of people don't know their blood type. Or even if you do but you're unconscious, you 
can't say anything. It is a total nightmare. Say you go into the doctor, and it's been nine months and 
you know what your medical limits are. You go in and you need something done, and you find out 
you've reached your limit already. Red flag right there. You've reached your limit and you haven’t 
even used your insurance. Obviously someone else is using it.  
 
Dvoratchek: As a business owner, someone can steal an employee’s identity and start running up 
their medical bills. When your insurance carrier rates you up for your next policy period, they are 
going to pull up the medical records of your employees, and all of a sudden there's these charges. If 
you're offering this as a benefit to your employees, your rates are going to jump. So you're going to 
get rated up for whatever they can use. 
 
Kelbus: There's also drivers' license identity theft. In many states it is still very possible for someone 
to go in with just a utility bill from you and get their picture on a drivers' license. All they have to have 
is proof of residency. Yes the DMV, in Illinois in particular, is supposed to be pulling up your picture. 
They can be pulling up your picture, but if this person goes in when it's really busy and the staff are 
being overwhelmed with long lines, they may glance and say, "you look close enough," same 
hairstyle or maybe a different hairstyle, you've shaved your mustache or your beard. They'll take a 
new picture and it will be on the new drivers' license. That means any traffic violations can be done 
in your name, any criminal activities being done in your name. Anything they use that drivers' license 
for is being done in your name. You may not find out about it until you're stopped for a routine traffic 
stop and you're being arrested, because of something that somebody else did. With that, you're a 
victim of identity theft.  
 
One of the biggest is Social Security. How many of you in this room carry your Social Security cards 
with you? I want to strongly recommend you don't do that, because if your wallet or purse gets stolen 
and they have your Social Security number, they have your life and there's not a thing you can do 
about it. Don't keep your medical cards with you. You do not need them unless you are actually 
going to a doctor or going to a hospital. They will not refuse you admittance to a hospital because 
you do not have your medical card. Just let a family member or close friend know where it is, and 
then they can bring it to the hospital. They have to admit you whether you have it or not, and if you 
have it with you in your purse or wallet and it gets stolen, there's a lot of information on there. Don’t 
carry it if you don't need it. 
 
I like the responses we've got, and the questions. I think we sort of answered this, but let's come up 
with some other answers. What kind [of ID theft] would be the most critical kind to your business, 
knowing what we just talked about? Financial is a big thing. Absolutely. Penalty-wise, medical [ID 
theft] is also big. If financial information got lost or stolen, the fines can be up to one million dollars. 
Jail time for the executives, and removal of all the executives. Huge. Anything that you're holding in 
your company's possession, like credit card information for vendors, for clients, whatever. If that's 
lost or stolen. You have laptops, if you use laptops and you carry them with you, and you have 
information on there and your laptop is stolen. This is what happened to AFLAC. AFLAC collects all 
their information on laptops, and identity thieves knew this. They were targeting AFLAC agents. The 
AFLAC agents, they were running into Starbucks to get a cup of coffee. They left their laptop in the 
car. When they came back, the laptop was gone. Everything on there gone, before they even started 
encrypting it.  
 
Table 4: We were working an awful lot at our international airport. We go in there and they do credit 
checks, the whole works. It's a pretty big ordeal. It usually takes about a six-hour time frame. They 
ended up losing the disc that had all our company information; our employees and so forth. It took us 
five years to get it cleared. They ended up firing their whole staff up there. So it took about five years 
to get that cleared. The second one I've got, was we had a Department of Revenue audit. We have 
one about every three or four years. They're trying to find money, and so we had a Department of 
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Revenue audit. The department requires that every employee leave their laptop there in the office. 
Well, we were just finishing up our stuff, and we were supposed to sign it off on Monday. Somebody 
broke in on Friday and stole every laptop in there. It took us three years to get that cleared up by the 
time they had to go back and get everyone pulling on that. And because it took three years, we then 
had a big IRS audit because it took that long to go through it. So finally we got everything taken care 
of, but it just had a snowball effect. And it really hurts a company, as far as that.  
 
Kelbus: Absolutely. Just the time involved is just astronomical. You need to be aware of everything 
that's going on with your vendors. Another thing. I still go into places that ask for credit cards, and 
then they spit out the receipt. They all should have changed now, but it used to be that they had the 
entire credit card number on there. Periodically check the receipt you get. If they have the entire 
number on there, then they're breaking the law. They're only allowed to have the last four or five 
number on there. So that would be the same type of thing. Ok, we're going to hand out the next two 
questions. I will read them why they're being handed out. 
 
Question 3 – Name as many ways as you can that your business information 
could be compromised? 
 
Question 4 – How do you think a breach would affect your business?  
 
We've pretty much been talking about this, but let's brainstorm a little bit more. So name as many 
ways as you can that your business information could be compromised, and how do you think a 
breach would affect your business. Go to it. 
 
Table 6: Computer stolen or hacked. Still using a straight line shredder. Laptops in the field used by 
a salesmen. We have about four or five salesmen in the field, with laptops that have sensitive 
information. After talking to them, they run in to see a customer and leave the laptop up and running 
and it's not password protected. That information could be gone. Files stolen out of the office, 
security clearance application to a customer was stolen. Pictures taken by a camera phone.  
 
Table 5: We had some of the same. Also, if somebody steals your mail. We also talked about 
people that have signatures, that your signature could be out there. Somebody could get information 
that way or about sending credit information to vendors, and then they could open up something in 
your name.  
 
Table 4: We had online banking, which was the only thing that was different than what the fellows 
just talked about.  
 
Table 3: Much the same thing as everybody else. The only additional thing would be loose lips. 
Employees parting with a little more information than they should, just because they're talking to 
somebody else on the job site or somebody on the phone is very effective.  
 
Table 2: Disgruntled spouses, fax machines, network computers, unsecured websites, phone 
compromises, people calling on the phone and employee dishonesty. Not securing all your 
passwords. All the rest are repeats. 
 
Table 1: The only thing we'd like to add is, I don't know about you but we have payroll services, 
ADP, and we get stacks and stacks of books along with payroll information on all employees. We put 
them in a locked cabinet, but a screwdriver could open that up and if somebody cleaned that out 
there could be a huge amount of information. Just sitting in the office all the time.  
 
Kelbus: I'll address that one right away. You have it in a locked file cabinet? If somebody breaks into 
your office and then breaks into the cabinet, you've done everything you possibly can at that point in 
time to protect the information. So you're not going to be come down as hard on, because you had it 
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locked up. If you had it sitting out and it was taken, then the liability would be 100% on you. But you 
have it locked up.  
 
Jay Odice (Table 2): Wire transfers? We're transferring a lot of the premium monies around the 
world. The banks don't necessarily, the banks record that, but I've had problems where the wire 
transfer number gets changes at the other end. One client on Palm Beach had a two million dollar 
transfer and the last three numbers were changed at Chase Bank in Manhattan, the funds were then 
sent to the bank of Mexico. Wire transfers, the banks don't like to document what they've transferred 
to you. I'm just asking for any future controls. 
 
Glen Purdue (Table 3): IT personnel. In the construction industry, if you find somebody that's very 
good you recommend them to someone else and it just goes down the line. If you're all in the same 
kind of industry, if that person really likes you he can sure make a lot of things happen. I believe one 
of the biggest factors, you have to have a really good IT person.  
 
Kelbus: That's absolutely paramount. I'm dealing with one plumbing contractor who has one of his 
plumbers as his IT person. Not a good idea. He's not trained to be an IT person, but they insist. I 
want to talk a little bit about some of the things you talked about. Are all of your computers password 
protected? Do you routinely change those passwords? That's another thing. If you have different 
people on different computers, and they don’t all need to see the same thing, every computer should 
be a different password.  
 
Table 5: I've got one that uses the finger print. That's how you get access.  
 
Kelbus: That's really good. Finger prints are a very safe way as they are unique and individual. Your 
computers need to be password protected. You need to have those passwords changed, minimum 
of every six months but I suggest that you change them more frequently than that. You talk about 
your guys out in the field or in the office with computers. When you step away from your computer, it 
should be shutting down immediately and requiring a password to restart again. It should not be left 
open, even if you go to the washroom or go to lunch. Those computers should never be able to be 
accessed by anybody but the person sitting at it, and that person's obligation is to lock it. 
 
Table 6: The problem is we can't always remember what those passwords are, so we print them off. 
We share them with the rest of the group. So what do you do? I mean, you can't remember all those 
passwords. 
 
Kelbus: Are there 20 different passwords for 20 different people?  
 
Table 6: Well everybody has their own password for their own computer, obviously. 
 
Kelbus: So each person that has their own computer should be the only one with that password for 
that computer.  
 
Table 6: But suppose they are not there and we need to have their password? 
 
Kelbus: So maybe then one or two other people have all the passwords, but not everybody having  
everybody's else password. 
 
Table 6: Also for websites, like for businesses, NAIC. They all have different passwords. I'm getting 
old, I can't remember names, much less passwords. 
 
Kelbus: Well all I can suggest on that, is if you're going to print them out that you have them locked 
up some place, where you have to unlock to find the password. Don't leave them out sitting on the 
computer, on the desk or inside the cabinet door which a lot of people do.  
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Table 6: So at least if you lock them up you reduce your liability. 
 
Tony Burnette (Table 3): A lot of us synchronize the data on our computers on these little things 
[Blackberry] right here. So you have a lot of information on your customers, and even personal stuff 
on these things. If you don't lock them and you lose it, say in Cancun when you're all liquored up, it 
can cause a lot of stress. Actually that did happen and I was very stressed out, but you know if 
you've got a thousand or two thousand names in this thing, and you have a lot of personal 
information or information just on jobs that you're working on with the customers, whatever. 
Depending on the creativity of the individual who has stolen the information, it can be used in a lot of 
ways. So if you have a Blackberry, and you do synchronize it with your desktop, I would strongly 
suggest you have it password protected, and locked up whenever you're not using it. 
 
Kelbus: It needs to be password protected and it needs to be locked up when you're not using it 
because, again, the minute you turn it off you lock it, and you can't get back into it without a 
password. 
 
Burnette: So it doesn't dial Botswana while it's in your pocket, and that has never happened to me. 
But I'm talking about actually having a code to get into it before you can use it. 
 
Odice (Table 2): We do handle a lot of client information in the Captive that is sensitive information 
in business. All of that is kept by numbers, not names. Those numbers get scrambled about every 
six months. We know internally we want to tighten up our own organization, but your information has 
been done like that for years and years. I want to make that clear, your information is safe. 
 
Kelbus: Someone mentioned mail. I'm talking about outgoing mail from your business. How many of 
you put your mail on the counter by the front door waiting for the mailman to come? Because I go 
into many businesses that do that, and I immediately say that it is not a good idea. And they always 
tell me there's always somebody at the desk, but I know I've walked in there several times and 
there's been nobody at the desk. I could walk in, grab that mail and walk out, and you wouldn't have 
any idea who took it. If you're writing checks out to other people and it's in that mail, I've now got all 
your financial information. I strongly suggest you never leave the mail waiting for the mailman, sitting 
where everybody in the world can see it. Put it somewhere else. When the mailman comes in, go get 
the mail and give it to them. Just don't leave it sitting out. 
 
On your table are pens. They are Uniball 207 pens. Check washing is where an identity thief, or 
anybody actually, can leave your signature on the check but they can wash off everything else. Who 
it's written to and the amount. It's still possible to have that done, but not as possible. If you're 
sending out a check that you've hand written, I strongly suggest you use a Uniball 207. The ink sinks 
into the paper, so the identity thief cannot wash off all that information, leave your signature and 
write the check out to themselves in any amount that they want. Once you put the mail in your own 
mailbox or give it to the mailman, you have absolutely no control. Jim was talking about sending mail 
out that has a lot of sensitive information for the unions. This is going to be a pain in the neck, but 
my suggestion is you overnight express mail it so you have confirmation it was received at the other 
end.  
 
Dvoratchek: I don't know what other companies here are union, but every month you get a report 
from the union that has everybody's Social Security number on it. They mail it to you and you're 
mailing it back to them, and then by agreement you have to keep that report. They do audits every 
three years, so you're keeping that for up to five years and actually you're supposed to keep it longer 
than that. You've now got everybody's Social Security number. There's no reason in the world that 
all those numbers should be on that report. They already have all of them, and if anything they 
should have the last four numbers and not all nine numbers on it. All numbers shouldn't be on that 
report, yet the unions put us at risk every month.  
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Kelbus: If you have past information that you have to keep stored, you need to keep it in a storage 
area that is secure. You can't just put it in a storage bin out on the parking lot. You can't put it in your 
garage at home because these are way too easy to get into. You need to make sure it's under lock 
and key. Things weren't like this 20 years ago, but they are like this now. To reduce your liability, you 
may not eliminate all of it, but to reduce your liability you have to be aware of this.  
 
Another thing you have to be aware of is change of address. Have any of you done a change of 
address in the last three or four years? Did you do it at the post office? Did they ask you for 
identification? 99 percent of all post offices, you just walk in. Somebody knows you're not going to be 
around for a while. They walk into the post office. They take that little yellow card and they take your 
name and they put their details on it, and now they are having your mail sent to them. But I will tell 
you, the post office by law now has to send you a letter stating that the address has been changed. 
Unfortunately for many people, when that letter comes and it says U.S. Post Office they put it on the 
side and never open it. The post office is doing that so that if it isn’t you changing your address, you 
can verify it. You can say, "No, this isn't me. I didn't do this." If you're doing it, no problem. If you are 
not doing it, big problem.  
 
Online banking. If something happens when you're online banking, and the bank is breached, that's 
their problem. Yes, it can create a big headache for you, but there's not a lot you can do about it. 
You can do anything online you want, as long as you have that little lock that says it's secure. I do 
want to warn you about phishing. Phishing is where you'll get an email, and it will look like a 
legitimate email from your bank, a credit card company or from a business, and it'll say, "We need to 
update your information. Click on this link." Then they proceed to ask for your Social Security 
number, mother's maiden name and everything. If they are asking you to click on a link, delete that 
email because no legitimate business will ever send you an email like that. 
 
Burnette (Table 3): I've had those emails from familiar names. It can say ditech.com, and you click 
on ditech.com and it will be sending you to Africa or wherever they're getting their information. So if 
you want to go to ditech.com, you type in ditech.com in your web browser and you'll find out whether 
it's taking you to the right place or not.  
 
Kelbus: Another thing. If you have elderly parents or whatever, and they get a phone call and that 
person on the other end of the line is asking for any kind of information, hang up immediately. You 
don't know who that person is. The caller ID may state that it's a specific person, but caller ID can, 
and is, being compromised. So now, an identity thief can now put in the information they want, 
saying it's calling from your bank. Your bank will call you if there's unusual activity, but they are not 
going to ask you for sensitive information.  
 
D Damon (Table 2): We've had calls like this, saying that they are a vendor of ours, and sending it 
to our AP or credit person saying, "we need this A,B,C,D." It will come to Craig or another estimator 
or you are bidding work for these people or they're trying to get this or that. No. So that's another 
way of gathering information. They want your bank number and your contact info. 
 
Kelbus: Don't give out any information to anybody unless you verify that person to someone you 
know, deal with and like. I want to get to this next one. How do you think a breach would affect your 
business? I mean, if you were seriously breached, how do you think it would affect your business? 
Did you discuss that?  
 
Table 4: I'm sure you can lose business. If your customers aren't confident that you're keeping their 
information secure. It can have a very adverse effect. I'm not sure what the percentiles are, but I 
know how I would feel if I gave somebody my information. I might not deal with them again. So it can 
considerably affect your reputation. 
 
Kelbus: If you experience a security breach, 20 percent of your affected customer base will no 
longer do business with you. 40 percent will consider ending the relationship and 5 percent will be 
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looking to hire attorneys. Actually it's higher than 5 percent, and there are law firms trawling across 
the Unites States through the internet asking people that if they feel they are a victim of identity theft 
because of a compromise, they'll put together a class action lawsuit. The problem with that is, for 
you, there are no statutory limitations. They can ask for anything they want. It's great money for the 
law firm, next to nothing for the victim, and a major, major headache for the companies. When it 
comes to cleaning up this mess, you're going to be spending an average of 1,600 work hours per 
incident. Right now, the average cost is $93,000 per victim. Say you had 10 people's information 
stolen, at $93,000 per victim, if it came to that amount, you're talking $930,000. Could your 
businesses afford that kind of loss? That's something you'd have to check with your business 
insurance.  
 
Do any of your businesses actually have any plans in place on the handling of sensitive and non-
public information? Do any of you have security compliance officers on hand at your business? Do 
you have policies in place? Do you train your employees? A security compliance officer doesn't have 
to be somebody you hire specifically for that. It can just somebody that gets a new job title but no 
extra money, but it's a person that if an employee sees something going on in the business they 
don't think is as secure as it could be, they can just go to that security compliance officer and say, 
"maybe we should sit down and discuss about a better way to do this." 
 
I want to address those online companies. There are three terms that you really need to know. 
There's restoration, reimbursement and resolution. Resolution means they’re going to give you a 60-
page booklet from the Federal Trade Commission, but the work is yours. Reimbursement means 
you're going to get that same booklet from the Federal Trade Commission, and they may give you 
back some of the money you lost or have to spend to restore your own identity. But again, the work 
is yours. This process goes through an underwriter and they decide what they are going to give you 
and what not. Restoration means that the work isn't yours, it's a company like ours. You save that 
600 hours, you save the money because the identity theft company does 85 percent of all the work. 
You do have to be a party to some of it, obviously, but they're going to do the majority of the work. 
The first place that any identity theft problem has to go is the Federal Trade Commission. From 
there, you have to notify financial institutions, you have to notify local law enforcement. You have to 
notify the Medical Information Bureau because of medical identity theft. You have to notify the 
Department of Motor Vehicles because of driver's license identity theft. You have to notify the 
Internal Revenue Service and the Social Security Administration because of Social Security identity 
theft.  
 
We've had heard of several people that have been waiting for their income tax return and they call 
the IRS, and the IRS says, "What are you talking about? You owe $40,000 because you held a job 
here and you held a job there," because other people are using their Social Security numbers. 
 
For companies that hold a lot of sensitive information on computers, it is a good idea to be 
encrypted. That means everything is put into a code that you need a key to open it. And most big 
companies do have that. Unfortunately, the big companies, well let me give you an example. Circuit 
City. Two teenagers sat outside of a Circuit City with their laptop computer. Now Circuit City is 
supposed to have everything protected. The teenagers downloaded every ounce of credit card 
information, debit card information that was on the Circuit City computers into their computer. They 
weren't encrypted. Encryption is a great thing, but unfortunately most companies that have the 
original encryption code, that's long since been broken. Identity thieves are already 10 steps ahead 
of everybody else. I always say, that if they used that intelligence for the betterment of the world 
we'd all be better off. But they don't. 
 
Roger Allen (Table 4): I was just going to mention that, if you go into the airports on the wi-fi are 
they all secured systems? At some point somebody's obviously going to be able to pick it up. 
 
Kelbus: An unsecure Wi-Fi is always a risk as it could be accessed by unknown people so my 
suggestion is if you are using an unsecure Wi-Fi that you do not go to any site that you deem 
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sensitive. In other words do not go to check out your bank accounts, credit card accounts etc. Do not 
access your system in your office to get information. 
 
How many of you use ATM machines? First of all, I suggest you go to a bank to use an ATM 
machine. Don't use it in the local grocery store or whatever. The things you need to check at an ATM 
machine, first of all take a look around and make sure there is no little camera recording everything 
you're doing. Make sure there's no attachment on the ATM machine, where it says "swipe here." 
Make sure, and you're going to laugh, there's nothing that says, "We'll clean your magnetic strip, just 
swipe your card," because that was going around for quite a while. There was an attachment saying 
they will clean the magnetic strip so it works better, so just swipe your card. Put your finger in the 
ATM slot that your card is going into, to see if it moves. If it moves, you should change machines 
because somebody has put an attachment in there. A skimmer. I'll explain what a skimmer is. It's a 
little attachment that goes into an ATM machine. Something that any waiter or waitress can carry 
around with them, and they get your credit card. I don't ever let my credit card out of my control, and 
I suggest you don't let your out of your control either because with the skimmer, they can just swipe 
it. Skimmers can hold up to 200 cards, at least 200 cards worth of information. Identity thieves are 
paying college kids $200-$300. They give them a little skimmer and they tell them not to worry, it 
won't affect he customer because the credit card companies will handle it. Just collect these, we'll 
give you $200 at the end of the night. These skimmers can be used to collect all your information. 
$200 to a college kid is a lot of money. 
 
Hotel keys, I never, ever leave those hotel keys with the hotel. They go with me, and they go home 
and they get shredded. I don't leave any of that information there. At the Tech Fair, we have 21 tips 
for personal identity theft. I suggest you go and get that because we do have that there. 
 
Dvoratchek: Hotel swipe cards. My dad went to a hotel and they pulled his information off the 
magnetic strip on the card. I always take them back with me, I never leave them in the room. 
Consider taking them home and shredding them. 
 
Allen (Table 4): I heard about this about 6 or 7 years ago, the hotel keys, and I've never left them 
behind since. The way they do it is, you check out and you just leave them on the counter and you 
leave. Who's standing next to you? Somebody you think is checking in or out, but not. Or the hotel 
employee.  
 
Kelbus: They're thrown into a drawer and they're not re-coded until needed again for the next 
person coming in. How many of you have credit/debit cards tied to your bank? How many of you use 
it as a debit? Strongly suggest you do not do that, and that you use it as a credit card all the time. 
Because when you put it in as a debit, you have to put in your little PIN number, correct? Somebody 
watches your PIN number. They've now got your PIN number, they're connected to your card, they 
can empty your bank account and you can absolutely cannot prove that you didn't do it, because 
there's nothing involved regarding a signature. Mine is used as a signature all the time. 
Unfortunately, under $25 usually doesn't require a signature.  
 
Tom Dwyer (Table 4): Are the chip cards not that much better now? The credit cards, they've got a 
chip in them and you have to use them with a code, even Mastercard. Like my Mastercard has got a 
chip in it, and you have to slide your card into the machine and then punch in the code, even just to 
use your credit card. You don't even have to sign it anymore. I've heard they're going to be 
employing that in the U.S. 
 
Kelbus: We just ran into a couple from Scotland yesterday, and they were talking about that and the 
chip cards that are all over Europe but haven't been adopted here. 
 
Odice (Table 2): You were saying about the ATM machines, no camera. Doesn't every bank ATM 
machine have a camera in it right there?  
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Kelbus: Well maybe a security camera, but I'm talking about an additional one. I was out in Ohio 
with a company there, and one of the employees came up to me and she goes, "You know what, I 
was out in this mall and there was an ATM machine, and I looked around and I did what you told us 
we should be doing. Watch who's around us. There was nobody around me. So I entered in all my 
information. My information got stolen, and it turns out when the police were involved in it, that there 
was a walkway quite a distance away, but the person up there had a telephoto lens and they were 
photographing everything. So if you're using an ATM machine, even if you're in the car. When you 
pull up to an ATM machine in a car make sure you turn your body to block everything you're doing, 
because they have them staggered. Somebody in another car could actually be watching what 
you're doing, or cell phones have cameras on them and videos on them. If anything does not look 
right or looks suspicious go to another ATM. 
 
All we're asking you to do is be personally very, very aware of what's going on around you when 
you're giving out information. And do not give any personal information out loud, ever, to anybody. If 
you're talking on the phone and you decide to give out information, make sure nobody's standing 
around you or sitting around you. 
 
Dennis Mello (Table 2): Sounds like to me, you're always going to be at risk. Doesn't matter who 
you are, they can get you.  
 
Kelbus: Pretty much. 
 
Mello: If I have all the tools, the lasers and all that, everything else, and I wanted to target 
somebody, I don't care if it's your protection or somebody else's protection, I can get that 
information.  
 
Kelbus: There is no way to absolutely avoid identity theft. However, it's not the avoidance of identity 
theft—yes we'd all like to avoid it—but that's not the big problem. The big problem is, what has to be 
done to restore your identity. If you're trying to do it on your own, and if you're very lucky, you might 
be able to clear it up on your own in six-and-a-half to 10 years. With a company like ours, the longest 
it's taken is six months. Now, they're not going to make your credit better than what it was, but they 
are going to restore it back to what it was. There are tips on how to make it better, but seriously, 
before this product came out I pulled up my credit report and I still had things on there from 15 to 20 
years before. I knew I wasn't going to be doing anything so I didn't make the attempt to clean it up. 
Then I got our identity theft shield, and when I got my credit report, all of that was gone and my 
score jumped 120 points. They took off everything, and I didn't ask them to do it, they just did it. 
They took off every single thing that was not pertinent and right now.  
 
Linda LeClair: You can't absolutely prevent ID theft, but what companies like ours do is minimize 
your risk and mitigate your damages. The sooner you find it, the less damage can be done to you. 
So that's the key. If they want your information, they'll drive a truck through your front window and 
steal it, absolutely. 
 
Mello: Well, I'm listening to this identity theft. We're all educated people, but the people on the 
outside don't know about it. The more we talk about it, the more tools we give them to take our 
information. Everybody's going to have a block on their account right now. I think that the more we 
bring it out to the forefront, the more it's going to happen. 
 
Kelbus: It's already out there. They teach identity theft in the Ukraine. Believe me, they're doing 
things far beyond what we're telling you about, because they can make more money now with 
identity theft than they can do dealing with illegal drugs, with far less chance of being caught. So 
that's the danger, and unfortunately they're so creative and they're doing things way advanced than 
what we're telling you about. We can only tell you as we get informed, but believe me it's incredible 
what they're doing. The best thing we can do is set up an affirmative defense and if it does happen 
to you, shut it down as quickly as you can and have somebody cover your back. This isn't to scare 
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you. It's to educate you. You have to treat your information and everybody else's information as if it 
were cash. Would you leave cash lying around for anybody to take? Of course not. So you don't 
want to leave any of this information around for people to take. 
 
Jack Sondergard (Table 2): I think it's also important we're educating ourselves and trying to 
protect ourselves, but our kids and the next generations seem to think there's no worries. They can 
give any information out anytime. 
 
Kelbus: You're absolutely right. Colleges are not allowed to have credit card companies on campus 
anymore. That’s being stopped because kids got into a lot of trouble with that. How many of you 
have children under the age of 18 have ever gone to annualcreditreport.com to pull up their credit 
report? You're assuming that they don’t have a credit report, right? Identity thieves get young 
children's information. They know they've got 16 to 18 years to run with it. So if your child goes for 
financial aid, if necessary, or to get a job or whatever, they can find that they're already in a lot of 
hurt. That can find that they have $40,000 of debt. Identity thieves are using elderly people's 
information, because they know the elderly have absolutely no idea of any of this, because we didn't 
grow up in the generation where you had to worry about this. And the deceased, they're using 
deceased people's information, and there's not a lot you can do with that either. Yes, 400,000 dead 
people opened bank accounts in 2008. 
 
Nancy Walker (Table 6): What is the statistical information? Is it one in 10, one in five, one in 20, 
that their identities have been stolen? Do you know? 
 
Kelbus: It's about one every three seconds.  
 
LeClair: It's 27,000 to 28,000 every day. 
 
Kelbus: All you can personally do with your children, is educate them on the fact that their 
information is money. They're not going to leave their money lying around. So don't leave their 
information out there for people to use. We have to educate our kids in a lot of ways, and this is one 
of the ways. I always, always tell people, if you're applying for a job never put your Social Security 
information on that application. Put, "Will provide if hired." Because there is no reason for them to 
have that Social Security information unless they're going to hire you, and you have absolutely no 
idea where that application is going. And the same thing applies for your business. If you're giving 
out applications for people, you shouldn't even be asking for that Social Security information unless 
you actually sit down and talk to that person and are interested in hiring them. That's just puts more 
liability on you if you're asking for that.  
 
Ted Johnston (Table 4): How prevalent is the problem in Canada? Do they have all these things 
similar to what we have here in the U.S.? 
 
Kelbus: The U.S. has more identity theft than just about anywhere in the world, but Canada does 
have it, yes.  
 
Johnston: It seems to me that kids are putting way too much information into things like Facebook, 
Twitter and all that stuff.  
 
Kelbus: That's up to the parents to educate their kids on that, because they're putting information 
into Facebook, Myspace, Linkedin. They're putting in not just their personal information, but putting 
way too much on all of this. That's the same thing for a lot of adults. Corporations, when they get a 
job applicant, they're going onto Facebook and all these to see what's been written on there. So 
these people are at their drunken parties and putting up these pictures thinking they're really cute, 
but they're ruining their job chances.  
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D Damon (Table 2): One girl wanted to go for a job at the police department, but on her Facebook 
she had a beer in her hand, so it was no. 
 
Tracy Campbell (Table 5): When you apply for some jobs online they ask for your Social Security 
number, so what do you write? 
 
Kelbus: I put "N/A." If you're unsure, don't do it online. My husband has a business, and is contacted 
by the same company every year wanting him to fill out a credit application. They want his Social 
Security number, they want his driver's license number. He told them he wouldn't give it to them. 
They told him he had to, so I got on the phone and asked where the application goes. They told me 
it goes to this company, so I asked them to give me name and phone number at that company. I 
called that company and explained they are getting an application, and asked what they are doing 
with it. I was told that they had them all in a box at the other side of the room. I asked how many 
people were in the room, and I was told between 30 and 40. When I asked if all those people have 
access to that box, I was told yes. So they never got our information. You have to check, when 
you're filling out credit applications. If you're dealing with companies where you have to fill out credit 
applications, don't give it to them unless you know what they're doing with the information.  
 
Table 5: My wife, she owns a business also, and they get a lot of the security thing where the police 
department comes in and downtown merchants come in. One of the things was that people get on 
Facebook or Twitter and say, "Hey, I'm going to Coronado or San Diego for this weekend," and then 
they're coming in and ripping them off. So they said you have to be very careful with that.  
 
Kelbus: Do not ever put your information on where you are going online. If you are going on 
vacation it might be wise to have a friend or relative pick up your mail and not tell the PO. The less 
people know about when you are not going to be home the better. 
 
Erin O'Brien: There's a website I've just heard about. I don't know what it is, but it's run by criminals 
who's job is to go and look on Twitter and Facebook accounts and they see if you are at the movies, 
they see you're out shopping or out of town. Thieves pay for that service, and they can go and tell 
these people that want to go and break into your house that these people are not home and you've 
got about three hours to break into the house. And it's an actual website.  
 
Tom Monaghan (Table 6): It's called ripmeoff.com. 
 
Kelbus: Well I want to thank everybody. Any other questions? Thank you. 
 

END 


